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Scope of Fraud Losses: 267 

Billion

Fraud Type Annual Losses in Billions

Health Care Fraud 60 Billion

Insurance Fraud 40 Billion

Mortgage Fraud 40 Billion

Identity Theft 47 Billion

Stimulus Grant Fraud

Check Fraud

40 Billion

40 Billion



TURN THE TABLES ON 

FRAUD NETWORKS
· AMONG YOUR GREATEST THREATS ARE FRAUD NETWORKS 

WORKING IN CONCERT TO CHEAT THE SYSTEM.

·ñFRAUD SUPPLY CHAINò NETWORKS ARE PERVASIVE AND VIRAL. 
THEY OPERATE WITH MINIMAL FEAR OF PROSECUTION.

· CURRENT FRAUD DETECTION AND PREVENTION STRATEGIES ARE 
EFFECTIVE IN IDENTIFYING ANOMOLIES AND SOME FRAUDULENT 
BEHAVIOUS PATTERNS BUT DOES NOT ADDRESS PROFESSIONAL 
FRAUD OPERATORS. 

· FAILURE TO ñCONNECT THE DOTSò PLACES THE YOUR AGENCY IN A 
PERPETUAL REACTIVE STATE.TO MANAGE FRAUD PROACTIVELY 
AGENCIES MUST GO ON THE OFFENSIVE AND HUNT DOWN THE 
FRAUD RINGS AND NETWORKS.



Which One Are You?
THE PREY THE HUNTERS



BRAZIL EMBRACES E-COMMERCE
·Internet usage is high and the government actively supports 

electronic services - and security. 

·Brazilians vote and pay their income taxes online

·Internet banking marketplace has existed since 1995. 

·Among the most common services used by commercial and 
consumer customers today: 

·Real-time money transfer;

·Bill pay;

·Tax payment;

·Social security payments.

·Mobile banking is also a thriving industry, as is ATM usage

·Biometrical security is one of the growing authentication methods. 



Explosive Growth of 

Credit/Debit Cards in Brazil
·There were an estimated 233 million debit cards and 

191 million credit cards in circulation in Brazil in 

2009. (Source: Euromonitor International, January 

2010)

·Between 2004 and 2007, the number of credit cards 

in Brazil more than doubled. (Source: 

CompaniesandMarkets.com, December 2008



Organized Crime
·The tri-border region of South America (Argentina, Brazil 

and Paraguay) has been described as "a magnet for 

organized crime", 

·Although it does not appear that the region is home to 

any major ethnic-based groups of its own, Asian-based 

organized criminal groups, such as the Big Circle Boys, 

are very active there. Crime groups from Colombia and 

Lebanon also operate in the area. 

·Money laundering is another prominent activity. For 

example, Brazilian police have investigated bankers who 

reportedly laundered at least US $7 billion in the region.



Brazil in Symantec Top Three 

For Malicious Cyber Attacks
·"Attackers have evolved from simple scams to highly 

sophisticated espionage campaigns targeting some of the 
world's largest corporations and government entities.

·The scale of these attacks and the fact that they originate from 
across the world makes this a truly international problem 
requiring the cooperation of both the private sector and world 
governments.

·Brazil cracked the top three of Symantecôs list of countries with 
the most malicious activity, marking the first time since 2006 a 
country other than the United States, China or Germany has 
ranked in the top three. Brazilôs climb, the report says, is likely 
due to the countryôs growing Internet infrastructure.

·Top five most malicious countries, ranked in order, are: the 
United States, China, Brazil, Germany and Indiaò



RSA Conference Findings
· Uri Rivner, head of new technologies for RSA Consumer Solutions revealed 

some startling new findings about the changing behaviour of the criminal 
gangs now controlling online crime.

· Contrary to the popular view that Russian hackers led the world he revealed 
that it was Brazil where the latest malware, Trojans and tactics were being 
developed.

· The three main languages being used on criminal chat rooms and forums 
are now English, Russian and Portuguese.ò

· Rivner revealed evidence of the very first ñFraud as a serviceò products 
being touted on underground market places, a trend that is sure to disturb 
law enforcement agencies across the world.

· For as little as $299 per month would-be criminals can have all the technical 
work done for them, sit back and wait for stolen financial lists to be delivered 
to them. The malware is developed for them, the hosting is done for them 
and any patches needed to defeat anti-malware is done for them.ò .



Financial Action Task Force
·Brazil has significantly enhanced its ability to prosecute 

money laundering (ML) offences by implementing a 
system of Specialised Federal Courts which bring 
together federal prosecutors and judges specialised and 
with experience in handling cases involving ML and other 
financial crimes. 

·The main sources of proceeds of crime in Brazil are 
corruption and crimes against the national financial 
system, including fraud and capital flight. 

·Drug trafficking, weapons trafficking, organised crime, 
smuggling and embezzlement of governmental money 
are also important sources of illegal proceeds.



²ƻǊǊȅƛƴƎ ǘǊŜƴŘΧ



The Threat
·Viral 

·Global

·Number of Fraud Operators is Increasing 

·Minimal Risk of Prosecution

·Customers/Merchants/Businesses /Agencies are 

One Step Behind

·Any Payment Channel  That Touches the Internet is 

Insecure   

·Opportunities are Increasing



Government Improper Payments



·The government does not measure or estimate fraud 

in its programs; instead, it measures payments made 

"in error.ñ

·According to Medicare's own most recent data, 

payments ñmade in errorò amount to over $10 billion 

annually. (Medicaid's payment errors in 2007 

equaled a whopping $32.7 billion, according to a 

report by the Department of Health and Human 

Services.)

Medicare/Medicaid Losses



The Whac- a- Mole Strategy is 

not Enough

15


