
Copyright © 2009, SAS Institute Inc. All rights reserved.

Breaking Down Fraud Silos

Integrating Detection Capability Across an 
Organization 

Stu Bradley
Director ïSAS Fraud and Financial Crimes Practice



Copyright © 2009, SAS Institute Inc. All rights reserved.

2

Fraud ïa Multi Industry Epidemic

Globally, Health Care fraud is estimated to be between 3% 

(conservatively) ï10% of all health care spend.

In the US, this equates to $68 ï$226 Billion each year.

ñMore people tolerate fraud and are softer about 

punishmentò.  The coalition estimates $80 Billion in US 

insurance fraud annually.

Generally accepted globally that 5-10% of all claims have 

Fraud or Abuse

0.1% of all card transactions are fraudulent.  

UK National Fraud Authority estimates 3% of tax liability is 

attributable to fraud loss.

GAO states that Social Services improper payment rate is 

approximately 6%.

National Fraud 

Authority (UK)

http://online.wsj.com/
http://online.wsj.com/
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The Fraud ñPerfect Stormò

ÁFraudsters
ÅFar more sophisticated ïorganized, patient, share rules

ÅEngage insiders to understand detection environment

ÅHit multiple channels and industries at the same time

ÅContinuously evolve fraud strategies

ÅHigh velocity of attacks ïdisappear after 2-3 transactions

ÁCurrent Fraud Systems
ÅSiloôd by agency / lines of business ïNo sharing of data

ÅAct only on transactions or entities

ÅRules and predictive models have limitations

ÅNo real proactive steps taken to combat cross channel fraud

ÅEvidence insufficient to act upon  

Increasing Fraud - The Business Problem
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Trend is moving integration of data and analytics 

upstream in the fraud management process

Trend in Fraud Detection ïUpstream Integration

Data

Data

Data

Data

Alert 

Management

Case 

Management

SAS 9.2 Business Analytics Platform

Data Access 

& Integration

Data 

Analysis

& Detection



Copyright © 2009, SAS Institute Inc. All rights reserved.

5

Bank Current State

SAS Confidential    5

Enterprise Fraud Vision

Global Data warehouse

Alert Engine Network Analysis

Alert Management

Enterprise Case Management

Card Payments
Online /    

e-channel

Internal Application AML

Enterprise Case Management

Alert Engine 2

Alert Mgmt. 2

Payments

DB 2Alert Engine 1

Alert Mgmt. 1

Credit Card 

DB1

Alert Engine 3

Alert Mgmt. 3

Online /        

e-channel

DB 3

Alert Engine 4

Alert Mgmt. 4

Internal

DB 4
Alert Engine 5

Alert Mgmt. 5

DB 5

Application Alert Engine 6

Alert Mgmt. 6

AML

DB 6



Copyright © 2009, SAS Institute Inc. All rights reserved.

6SAS Confidential    6

Global Data warehouse

Alert Engine Network Analysis
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Business Analytics Framework
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9.2 Business Analytics Framework
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Case Study ïEnterprise Fraud Detection

Highlights

ÅAbility to decision 100% of ALL

transactions in real-time

ÅEnhanced variable length signature 

approach that incorporates cross-product 

/ cross channel data

ÅAbility to leverage additional data in 

fraud decision process (expanded API to 

include non-monetary, e-banking, mobile 

channel, etcé)

ÅIncremental fraud detection over 

incumbent ïSAS detects 47% more 

fraud at 20:1 AFPR.

ÅEnterprise Solution ïEstablish platform 

for transaction decisioning across all 

bank products and channels

Graph courtesy of HSBC
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Case Study- Top 3 US Bank

SAS Approach

SAS Anti-Money LaunderingÊ in Teradata solution was deployed to take advantage 

of the clientôs active data warehouse investment.   SAS AML scenarios and risk factors 

were processed within the Teradata environment to eliminate data replication and 

exploit the scalability of the system.

Highlights

Å150% increase in items 

processed

Å72% reduction in processing 

time

ÅEliminated replication of data

ÅIncreased number of scenarios

ÅIncreased duration of monitoring

Business Problem

One of the largest retail banks in the US wanted to scale their AML transaction 

monitoring system to over 2 billion transactions nightly in anticipation of global 

expansion.  They wanted to reduce data replication, reduce the batch window required 

for processing, and increase the number of risks monitored.

Results

ÅIncreased the number of historical days that activity can be monitored.

ÅIncreased the volume of nightly transactions during testing to over 2.5 billion items.

ÅReduced processing time from eighteen hours to approximately four hours.

ÅIncreased the number of scenarios deployed to monitor emerging risks.
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Breaking Down Fraud Silos

Fraud Network Analysis
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Data

mart

Approach needed for combating sophisticated fraud
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for a holistic view
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Social Network Analysis ïThe New Frontier

Á Entity Resolution

ÅCollapse nominals

ÅSingle view of entities

Á Iterative network build and 
refinement

ÅStatistical binding of entities

ÅSoft / behavioral links

Á Network scoring & evaluation

ÅRule and analytic-based 
scoring

ÅConfigurable prioritization

ÅNetwork visualization

Automatic linking, scoring, and visualization
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Alert Generation Process
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