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Fraud a Multi Industry Epidemic

National Fraud
Authority (UK)

Coalition Against
Insurance Fraud

)

NHCAA

National Health Care Anti-Fravd Association”

0.1% of all card transactions are fraudulent.

AMore people tolerate frau

puni shmento. T h e $80 Bilkoh in WS 0 n
insurance fraud annually.

Generally accepted globally that 5-10% of all claims have
Fraud or Abuse

Globally, Health Care fraud is estimated to be between 3%
(conservatively) T 10% of all health care spend.

In the US, this equates to $68 i $226 Billion each year.

UK National Fraud Authority estimates 3% of tax liability is
attributable to fraud loss.

GAO states that Social Services improper payment rate is
approximately 6%.


http://online.wsj.com/
http://online.wsj.com/

The Fraud nPerfect

Increasing Fratiflhe Business Problem

A Fraudsters
A Far more sophisticated i organized, patient, share rules
A Engage insiders to understand detection environment
A Hit multiple channels and industries at the same time
A Continuously evolve fraud strategies
A High velocity of attacks i disappear after 2-3 transactions

A Current Fraud Systems
ASil o6d by agencyi NosHaringaddatao f b
A Act only on transactions or entities
A Rules and predictive models have limitations
A No real proactive steps taken to combat cross channel fraud
A Evidence insufficient to act upon



Trend In Fraud Detedtitdpstream Integratior

Data
Data Access Analysis Alert Case
& Integration & Detection Management Management

Trend is moving integration of data and analytics
upstream in the fraud management process
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Case StudyEnterprise Fraud Detection

Highlights

A Ability to decision 100% of ALL
transactions in real-time

A Enhanced variable length signature

approach that incorporates cross-product

/ cross channel data

A Ability to leverage additional data in
fraud decision process (expanded API to
include non-monetary, e-banking, mobile
channel, etcé)

A Incremental fraud detection over
incumbenti SAS detects 47% more
fraud at 20:1 AFPR.

A Enterprise Solution i Establish platform
for transaction decisioning across all
bank products and channels

Graph courtesy of HSBC



A150% increase in items
processed

A72% reduction in processing
time

AEliminated replication of data
Alncreased number of scenarios

Alncreased duration of monitoring

Business Problem

One of the largest retail banks in the US wanted to scale their AML transaction
monitoring system to over 2 billion transactions nightly in anticipation of global
expansion. They wanted to reduce data replication, reduce the batch window required
for processing, and increase the number of risks monitored.

SAS Approach
SASAnti-Money Launderi ngE i nwakdeplayddacttake asvantage
of the clientds active data warehouse 1in

were processed within the Teradata environment to eliminate data replication and
exploit the scalability of the system.

Results

Alncreased the number of historical days that activity can be monitored.

Alncreased the volume of nightly transactions during testing to over 2.5 billion items.
AReduced processing time from eighteen hours to approximately four hours.
Alncreased the number of scenarios deployed to monitor emerging risks.



Breaking Down Fraud Silos

Fraud Network Analysis
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A Automatically link entities
for a holistic view

Data
mining
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A Link incoming activity to
known fraud

A ldentify organized fraudsters
maintaining activity below
thresholds
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Social Network Analysi®ie New Frontier
Automatic linking, scoring, and visualization

A Entity Resolution
A Collapse nominals
A Single view of entities

A lterative network build and
refinement

A Statistical binding of entities
A Soft / behavioral links
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Industry Best Praciidendto-end Process
SAS Fraud Network Analysis
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